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Information and Communicy g, ..

. Marks
1. (a) What 1s suftwarc? Discuss aboyt application software and [+6=7
system software with five exampe from each.
(b) Why ICT is important for moder banking? 4
(c) What are the functionalities of 3 Cpyy7 What is Cache memory?  3+1=4
(d) What is the use case of DBMS in a bank? A bank have 2+3=5
employees with information NAME, DESIGNATION, ID,
SAEARY- Draw a simple database table with example where
.+ IDis the primary key.
2~*tu) Mention' four systems ngladestefor sending fund transfer  1+4=3
instruction? What is the technology neiind a bank s woer =an
withdraw cash using another bank’s A I’ M? Explain.
(b) How ATM works in case of cash withdrawal? Describe with a 7
flow chart. )
(c) What are the modes of Agent banking? How Agent banking is  1+3=4
contributing in Financial Inclusion?
(d) How does a hacker phising-a website to get ID and password? 3+1=4
What measure should be done to protect it?
3. (a) What is multifactor authentication? What measure should be 2+3=3
done to minimize the ICT risk in a bank?
(b) What are the difference between call center and contact center? 3+2=5

Define CDM and CRM.
() How an OTP can secure an e-commerce transaction? 3
~ (d) What are differences betweep jntemnet and intranet? 3
(#) Discuss about MFS, Whyy is G2P in MFS? . I+,

w ) SEE . S e DC)? Write down the 143=4
Vi . By Coe 00
(b) What is Disaster Regoy DR
trm!c off while d“imi“;HR{S?
(‘) E::;'ﬁng?“ the ld\'lnmgts ﬂnd dim

What are the issues make 1+2=1

Jvantages of electronic 8

incremental  backup and differential  3+273
Jcrem
- 'ﬂ'-lporllllll? [Please turn 0WTF
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5. (@) Which type of software is needed Marks
Write wli}t'ﬁzxmplcg what is ﬁmwnlig Prolect malware at Pe?  2+2=4
() What are the benefits of SAN SUOFABE Over oy gisk? )

(c) Why duta classification is necess
- sary for ; i
following data into Public. Priva a bank? Classify the 2+5=7
Rcstricle%‘] “:;‘:n:tn blic, Private, Intemal, Confidential and

Name, Agreement, Employee ID
X _ ! . NI i :
Address, Proprietary, ann[-‘ftrlcl Record, E-lEmiitg:.i[:E;: n:flldl';"

Address.
(d) g;mbtana:;nrs';ﬁ of ERPCBS; AML and switching software in 7
6. (a) Discuss Threat Vs Risk in IT sccurity domain, 4
(b) Define Skimming and Jackpotting with respect to ATM. 242=4

(c) Explain the following terms with the impact in modem 2+2=4
banking. (i) DDOS (ii) Ransom ware, .

(d) How problem is differing from incident? Explain a bank has  3+5=8
been faced a cyber incident. How does the bank manage this

incident?
7. (a) What i digital signature? Where and why it is used? 6
(8) “ICT involves huge cost” Is it expense or investment? .
l:.J_tp!mn in the context of modern bagking. :
(c) Discuss-about Artificial Intelligenee (Al). 6

8. (a) Mention two global IT security, standards and two global IT  243=5
security frameworks. Dilferentiate among policy, standard and
procedure.

(b) Describe four common cyber crime activities in banking? 4

(¢) Which below components are not asset? Software, Hardware, 2
A process, Personnel, A Program and a Product.

(d) Differentiate among [dentification, Authentication and i}
Authorization with example.

(e¢) “Email is one of the key ways to exploit Vulnerabilities,”— 6

Justify the statement.
9. (a) What is Cloud Computing? Do you think that bank can move 2+6=8
to cloud? Justified your answer.
(b) What are the technologies behind 4% Industry Revolution 2+3=$
(4IR)? Differentiate between RegTech and SupTech.

(¢) Explain the importance of Security Operation Center (SOC) in 5
a bank. . '
() What stands for USSD, AP, DMZ, MICR? )
10. Write short notes on any four (04) of the fallowing : 5x4=20
(a) LAN

(h) Crypto Currency
(¢) Phishing
(d) BYOD Controls
(e) PCIDSS

IR
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Bw&g Public, Private, Intemal, Confidential 9% Restricted
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. (%) m'ﬁtm GIEYA ofF (Threar) ¥ few (Risk) FOT0 :
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() DDOS
() Ransomware,
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(v) 8¢ Frw faya (4IR) @1 oA =rfeogy & A RegTech, am 3+e=e
SupTech <7 w0y *mdey =07 |
(M =B ez e il =N el (SOC) @7 ey TTon ¢
=79
(¥) USSD, API, DMZ «¥t MICR &% 7fa frgw 5
yo1 famge cv cove wiefd fewre anfes Dt forgd s exB=30
(*) LAN

(%) Gotreafy (Crypto Currency)
() fofex (Phishing)

(¥) BYOD Controls

(3) PCIDSS

(%) IVR.
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